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Understanding Windo

Understanding Windows

In this document we will discuss procedures andtpes that will allow you to have a
safe and enjoyable experience with your Windowspmaer. Some precautions you do everyday
and some require running a process. We will disougsFave 5 tips to improve your computing
experience.” Other processes we will discuss avetbaise your newly acquired flash drive,
printer management, and internet use. After reattirsgdocumentation if you have any other
guestions you can call the office or contact yeeidfrep.

The first procedure we will discuss is keeping Wiwd up to date. How do you know if
Windows is up to date? Most of the time if your optto date you will get an icon in your far
O F 3z4rM

bottom right toolbar that has a yellow shie This is to let you know that
there are updates available for your workstatibgioli are using Windows NT, 2000 or XP
machines you need administrator privileges to diatgs. If you do not have this shield in your
toolbar you can always check to see if you areougate by going to Microsoft's website. To do

< oo LD
this you will “Seleciis , Select “All Programs,” Select “Internet Explofdn the

Internet Explorer window go t&lools" --> click on"Windows Update."

File  Edit  Wiew Favorites | Tools  Help

) \ Mail and Mews r
Q Back = ﬂ Synchronize...

Windows Lpdate

Once you click on Windows Update you will selectiethoption you want windows to search
for updates. The two options are Express and Cudtasrecommended that you use the
Express. This option will assure you that you wél high priority updates if there is any
available. Once you select Express it will scanryammmputer to see what updates you need.

_ \g Welcome |
‘? : to Microsoft Update

Keep your computer up to date

Check to see if you need updates for Windows, your programs, your
\vardware or your devices,

Express Get high-priority updates
(r )

o Select from optional and high-
priority updates for Windows
and other programs
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This screen will appear if you do not have any wgslavailable.

Quick Links | Home | Worldwide

M- ﬁl Search Microsoft.com for:

Microsoft Update

Microsoft Update Home p C
o W

E)) tstall Updates (0) Select High-Priority Updates

To help protect your computer against security threats and performance problems, we strongly recommend you
Select by Type install all high-priority updates,

High Priority (0)

Review and install updates Total: 0updates, 0KE , 0 minutes
Software, Optional (2)
Hardware, Optional (0} High-priority updates

Mo high-priority updates for your computer are available. To select other updates, use the

options to the left.
Select by Product

Windows ¥P (2)

Office (0)

Cilarlinkt i)

Micrnsoft Undste Privacy Statement

2008 Microsoft Corporation, All rights reserved, Terms of Use | Trademarks = Privacy Statement

However, if you do have updates your screen mal like this.

G - [ i f* I 9 (4] [x IBE
Fie Edt View Favortes Tools Help - -
W & [@Mm;nrtupdate [ | £ v O Tods -

Quick Links | Home | Worldvide

Sesren Mierozoft.com for:

Microsoft

Microsoft Update

Vicrosot Ut Home _+B Express results Il
Review and Install Updates
Options Download size (total): 21.3MB

Estimated me at your connection speed: 5 minutes
Review your update history

Restore hidden update: . -
Sstore dcen upcates High-priority updates
Change settngs

Microsoft Windows XP
FaQ

Security Update for Internet Explorer 7 for Windows XP (KB960714)

Get help and suppart
Windows Malicious Software Removal Tool - December 2008 (KB890830)

Use administrator options
Cumulative Security Update for Internet Explorer 7 for Windows XP (KB956215)
Update for Windows XP (KB955839)

Security Update for Windows XP Service Pack 3 (KB352063)

Security Update for Windows XP (KB9S4500)

Security Update for Windows XP (KB956802)

Microsoft Office 2003

Seeurity Update for Microsoft Office Excel 2003 (KB958436)

Update for Microsoft Office Outlook 2003 Junk Email Filter (KB958520)

Security Update for Microsoft Office Word 2003 (KB956357)

Dligosoft Update Privacy Statement
© 2008 Microsoft Corporation. Allrights ressrved, Terms of Uss | Trademarks | Frivacy Skstement

Dore @ et
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To install the updates you will select the “Instdfidates” to the left of the screen.

= Microsoft Update - Windows Internet Explorer

@ L } http:/fupdate. microsoft, com/microsoftupdate ve/def aulk, aspx?in=en-us v +2|| X R
File Edit Yiew Favortes Tools Help & -
U5 | Mirrasoft Update B v o v () Tooks

Search Microsol ft.com for:

Microsoft

Microsoft Update

~
Microsoft Update Home “Fm Express resu [ts
| | (£ Instal Updates (12) Review and Install Updates
§ Tnetal Update Download size (total): 21.3 MB
Options Estimated time at your connection speed: 5 minutes
Review your update history
Restore hidden updates . PR
. High-priority updates
Change settings
FAQ Microsoft Windows XP
Security Update for Internet Explorer 7 for Windows XP (KB360714)
Get help and support
Windows Malicious Software Removal Tool - December 2008 (KB820830)
Use administrator options
Cumulative Security Update for Internet Explerer 7 for Windows XP (KB958215)
Update for Windows XP (KB255839)
Security Update for Windews XP Service Pack 3 (KB952069)
Security Update for Windows XP (KB954600)
Security Update for Windews XP (KB9562802)
Microsoft Office 2003
Security Update for Microsoft Office Excel 2003 (KB958436)
Update for Microsoft Office Outlook 2003 Junk Email Filter (KB958620)
Security Update for Microsoft Office Ward 2003 (KB956357) a
Microsoft Update Privacy Statement
2003 Microsoft Corporation, Al rights reserved. Terms of Use | Trademarks = Privacy Stabement

Done & Internet 0%

i start SNE 6w B e o /5 Microsoft Lipdate - Wi,

Once you select “Install Updates” you will see biedow screen. This is letting you know that it
is installing the updates.

% nstalling Updates |§|

% The updates are being downloaded and installed

Installation skabus:

Downloading Security Update For Windows XP Service Pack 3 (KBE952062) (updates 1 of 12)...
done!
Drowenloading Security Update For Microsoft Office Excel 2003 (KE2S5436) (update 2 of 12)... |

Downloading: 1.70 MB of +.90 MB

[-IIIIIII-IIII-II-IIII ]

Cancel

You may have tegestart your computer after the installation is complettthout restarting

your computer most updates will not work.If you are required to restart your computer do so.
Go thru the same process to make sure there ar®re"Critical Updates.Visit the windows
updates site often quarterly at the very leastrimsll critical updates (security related) have
been applied. If updates are available, instalitla@d keep going back to the windows update
site until there are O critical updates left.
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If you do not want to go through this proceduren@/indows can be set to download
and install updates automatically. Go to Start>t@driPanel> Automatic Updates. Here you can
change the settings of how you receive updatesbleedlick on “Automatic Updates” to open
it.

' Control Panel
m fcess and
DeFauIts
e‘ Connect To 3
)

'::é Printers and Faxes

@) Help and Suppaort
I') Search

ERun...

B Control Panel
File Edit View Favorites Tools  Help

<) > lj: /:\J Search = Falders '
Address |D’ Contral Panel g— h | &

D W V)P B

nccessﬂ:lllty Add Hardware Add ar Administrate  Automatic ake and Time Display
Options Remav. .. Toals Updates

¥ 2 ® &&= @ & =

Folder Options Fants Game Internal MIC Inkernet Java Keyboard
Controllers  Configuration Options

@ D @ @ 6 F «

Mail Mouse Nera Metwork  Metwork Setup  NYIDIA MWYIDIA niview
BurnRights  Connections ‘wizard Control Panel  Desktop M...

@'ﬁa@@@%ﬁ

Phone and  Power Options  Printers and QuickTime  Regional and  Scanners and  Scheduled

e

ﬂ" Control Panel

G- Switch ko Category Yiew

See Also

-u Windows Update
@) Help and Support

Maderm .. Faxes Language ... Cametas Tasks
) & ¥ a2
Security SigrnaTel Sounds and Speech System Taskbar and  User Accounts
Center Audio Audio Devices Start Menu
i : a0

2 B e <

WIBLI-KEY ‘Windows Windows Wireless
Cardspace Firewall Metwork Set...

Once it opens you will get the following screen.uMaill have four different options.

1. Automatic (Recommended) — this option allows yogétect the time and day of the

week that you want your updates downloaded andlladt

2. Download updates for me, but let me choose whemstall them.

3. Notify me but don’t automatically download and adsthem.

4. Turn off Automatic updatesN\OT RECOMMENDED) .
The option that your computer should be set aflisétomatic. This will insure your Windows
system has the latest updates.
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Automatic Updates

Automatic Updates

‘Windows can regularly check For important updates and install them For you,
{Turning on Automatic Updates may automatically update Windows Update
software first, before any other updates.)

How does Aubomatic Updates work?

(%) Automatic {recommended)

T Automatically download recommended updates For my
computer and install them:

Every day | ab | 300 AM w
() Download updates for me, but let me choose when ko install them,
() Matify me but don't autamatically download or install them.

() Turn of f Automatic Updates,

‘four computer will be more vulnerable unless you install
updates regularly,

Install updates From the Windows Update Web site,

Offer updates again that I've previously hidden

[ (o] 4 ][ Cancel ][ Apply ]

The second topic to discuss is “Know what not twvload.” Before downloading any
file, ask yourself these questions. Did you askffids file? Did you click a link on a website to
start this download, or did the download begin withany action on your part? If you did not
start the download, you should be very cautiousiathe file. If you don't need the file, cancel
the download. If you choose to save or run the filake sure you know what it is for and what it
will do to your computer before you proceed. Do yust the website providing the file? Don't
download any file unless you absolutely trust tlesite or publisher it is from. The website
providing the file should describe what the fildas and provide any special details you need to
know about the file to run it. If this informatios not available, be cautious about downloading
the file. Internet Explorer will block a file fromlownloading if it appears that you did not
request the file. This might happen if a websikstto download files to your computer without
your permission or if you requested a file butdlog/nload did not start immediateM¢hat to
do when a file is blockedWhen a file is blocked, a message will appear enrformation bar.
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£2 Thank you for downloading IZArc from Download.com,- Windows Internet Explorer

@ 5 @ & httpzj vy, downinad. com{3001-2250_4-10072925, htmiZspi=7ciaf 11 d6B086fE2a3162FcB7 aechfa7 = [*2] % R~

Fle Edt Wew Favortes Tools Help
i Favarites | 9 @ Suggested Sites = [ Fres Hotmail £ | Get More Add-ons ~

& Thark you for downloading 12Arc from Download,com Mo v o ov ook -

& To help protect your security, Internet Explorer blocked this site from downloading files ko your computer, Click here for options. .,

me | re:
cnet

Home » Windows Downloads ¥ Utilties & Operating Systems » File Compression ¥ ZArc

¥ Ad Feedback
Recommended Download
I P B PP PP ot 5 Cows by Tucoms (Tume 200)

Clean your PC from Spyware, Trojans and Adware with this
Multi-Award Winning Anti-Spyware.

Thank you for downloading IZArec
Operating Systems

Autornation Software

Your download will begin in 2 moment. If it doesn't, elick here to try again
Backup Software

Data Transfer &
Sync Software

(about)
Diagnostic Software (about)

Best Film Schools

¥
File Gompression Filmmaking classes & workshops in NYC, LA, & Abu Dhabi schools.

File Management

Maintenance &
Optimization

Operating Systems Want to be notified when IZArc is undated? >
# Done & € Internet ‘v ®ioow -

If you are sure that you want to download the filegk the Information bar, and then click
Download File

hank you for downloading IZArc from Download.con

@ = |\ hitpif e, download, comf3001-2250_4-10072225 html?spi=7 ciaf 1 1d68086f 52431 62F 67 aechfo7 |42 x| |9 0=
File Edit View Favorites Tools Help

o Favorites | i3 @ Suggested Sites ~ [ Free Haotmal £ | Get More Add-ons ~

&4 Thark you for downlbading Izerc from Download,com

Dawinload File...

‘wihat's the Risk? |
in | join

Information Bar Help

f—
il v | e s |

Home » Windows Downloads 3 Utiltiss & Operating Systems ¥ File Compression % ZArc

net download.com

v Ad Feedback
Recommended Download

PPV PV PP PP kated 5 Cons by Tucows (June 2008) DOWNLOAD HERE!
Clean your PC from Spyware, Trojans and Adware with this

Multi-Award Winning Anti-Spyware.

Thank you for downloading IZArc

Systems

Automation Software  your download will begin in @ moment. If it doesn't, click here to try again

Backup Software
Data Transfer &
8ync Software

(sbout)
Diagnostic Software . {about)
Best Film Schools

. . ’ ) ——===_ o =t TS
File Compression Filmmaking classes & workshops in NYC, LA, & Abu Dhabi schoals.

File Management

Maintenance &
Optimization

Operating Systems Want to be notified when IZArc is undated? .
@ & @ Imternet 4 | Hioow -
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Once you clickbownload Filethis box will appear.

File Download - Security Warning @

Do you want to run or save this file?

Mame: IZArc_Setup.exe
Type: Application, 3.55MB

From: software-files, dovwnload.com

Fiun ] [ Save ] [ Cancel I

E i :_.-,” “wihile files from the Intermet can be useful, this file wpe can
3 ' . potentially harm pour computer. IF you do not trust the source, do not
S or save this software. What's the risk?

It gives you three options: “Run, Save, or Cancéljou click “Run” it will download the file

and place the setup in a temporary folder. If yimk¢'Save” you will be prompted to select
where you want to save the. If you want a copynefftle you will want to select “Save.”

“Cancel” does what it says. It cancels the downlpamtess. Before downloading also make sure
your antivirus program is up and running in autarsmode.

The third process we will discuss is to “Limit yatustomizations.” | know that the
interactive screensavers are fun, but they cancasse problems on your workstation. It is the
same if you download custom themes. They look ghedatyou are making your workstation
vulnerable to viruses. Whenever you download a fifeether it is a program file or it is a
screensaver it takes up critical space on your station. Your workstation only has a limited
amount of unused space. Every file or programybatdownload creates a process for your
workstation to run. The more processes that yoe nawning the slower your computer will
operate. So, make sure that what you downloadasssary to help you with your daily work.

The fourth of the “Fave 5” is practicing safe em@he of the most effective ways to
practice safe emails is to minimize the use of émainly official business. Do not use your
business email at any websites unless requiredrfonm your business functions. Emails are
one of the most popular modes of virus distributivese days. So to keep your computer
healthy, and help prevent spreading viruses; yaal ne practice a few safety rules.

1. Do not open attachments if you don’t know who theyrom.

2. Even if you do know who it is from, and if the seityj line sounds suspicious,
contact your friend before opening. Viruses oftepdof’ the “from” address line
(masquerade as someone else. Usually getting the fram an infected
computer’s address book — the infected computdddmeia friend’s) Viruses also
often try to come up with a compelling subject lineget you to open it.

3. Turn off preview pane in Microsoft Outlook and Misoft Outlook Express. The
preview pane will open the infected email. To taffhthe preview pane in
Outlook Got to View > Reading Pane > Off. To tufhin Outlook Express Go to
View > Layout > Uncheck the preview pane.
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4. Before you open an attachment, check the sufftheffile. Anything that is a
program file should be immediately suspected. Soflkee program file
extensions to watch out for are *.exe, *.com, *.pifs, and *.vbs.

5. Finally, keep your virus scan software up to dhtetempting to click “skip”
sometimes when you're asked to update your dedmifiies — but never wise.

The final process of the Fave 5 is “Computer +rimee= Virus.” In some cases this is
true. However, if you follow some of the precauidrgo over it willhelp keep your workstation
free of viruses. Viruses come in many sources: Eflppy disks — If they have been inserted
in another PC, Web sites — Can infect your PC,@ReR’s may contain virus laden files if
created on a virus infected PC. In other words,datg that your PC takes in is suspect except
original installation cd’s and what you manuallyke. Floppy disks have a write protect
window on them. If you are going to put a floppgldthat you have created into another PC then
please make sure to place the tab in locked pasifibis will prevent any data from being
transferred to the floppy from an infected computer

A virus is not the only external damage that caoplea to your PC. Beware of virus
alerts forwarded from friends. A virus hoax cansmdamage by making you think you have a
virus and suggesting that you remove certain files your PC. Usually these files are very
important system files and they can cause yourddgi@tome inoperative if removed. Please
confirm all virus alerts at one of the antivirushsées before taking any action.

Do not use any file trading programs like Kazaaypheus, mIRC, IRC, Winmx, Bear
Share, and Lime Wire. Trading files is not a regoient of most computer related jobs and
could put you or your company at unnecessary liskou must file trade then do it at home.
Another popular site that is used that may contaumses is MySpace.

There are programs available that will help youg@rbyour computer. One of the most
effective is up-to-date anti-virus software, sushPA%G. Use an antivirus product that also
includes spyware/adware protection. If it is nauded in your antivirus package you should
obtain some form of protection. Spybot Search &tfgs Ad-Aware SE and CCleaneare free
for personal use. Install them and learn to usentpeperly. Perform a scan of your PC
monthly, more often for very active web surferswHo install the Spybot Search & Destroy
will be discussed below. If you do not have thegpam on your workstation visit the following
site and download the programs.

Spybot Search & Destroy
http://www.filehippo.com/download spybot search tasgdownload/93d9163739cc9c2cf3313
fbf08c3alf4/

Ad-Aware SE
http://filehippo.com/download ad-aware/download/&B33cc996a427f7bfdfaa6c41817c/

Follow the onscreen instructions to install Spydwod Ad-Aware. The following shows you how
to use Spybot.
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Start Spybot

On your desktop, double click on the icon for Sgy8&D. The program will now open and
will appear as shown in Figure 1 below.

r

-
IE] Spybot - Search & Destroy |ﬂl

File  Mode Language Help
=l Spybot-5&D *

|Jze this button to start zcanning your system for zpyware
* Check for problems and all ather threats detected by Spybot - Search & Destroy.

-~ IJze thiz button if you notice zome problems that have
f/ Becovery occurred duning a recent removal of problems, and wou want
to undo zome changes.

9
¥
.

\ Thiz i wery important: it iz recommended to update the
v Search for Updates detections at least once a week!

N

W g

Figure 1. Spybot - S&D welcome screen

Update Spybot

Click on theUpdate button in the left panel if needed. Click the $&dor Updates button. The
Spybot program will connect to the update servatsaeck for new spyware definition files.
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You will then be presented with another screen shiowFigure 2. Check mark all available
updates and clicks the Download Updates buttors Wil enable Spybot - S&D to recognize
and remove additional Spyware/Hijacking threatthay are released.

r |-1

JE| Spybot - Search & Destroy lM

File Mode Language Help

= Spubot-5&D -

h.

!’g Search for Updates f:pl JavwebDesignzs.com

.\\’/ “__J Download Updates ‘:L Show Log Q Help

Ilze this option if pou want to know if there iz a new vergion of SpyBot - Search &
Destray, and what's new abaut it.

|’ () J ’
\& v Thiz program will not zend any information about pour computer o me or anyone

elzel It will just load and display a textfile fram rmy webzerer.

i ;1 [Tou'll need an open internet connection to do thiz
‘\_ Hide this information
|Ipdate Info Date =
E 7| ? Advanced detection library ... ladvanced detection routines update [2... 20070116
? Detection rules: Dialers IUpdated baze dialer detections [115 KE] 2006-12-08
? Detection rules; Hijackers IUpdated baze hijacker detections (144 ... 2007-04-04
? Detection rules; Keyloggers  \Updated baze keylogger detections (20 ... 2006-10-27 -

Figure 2. Select and Download updates

Failed updates?

If the updates fail to download you may need tongeawhere you are getting them from. As
shown In Figure 3 you can choose a different upsateer by clicking on the arrow beside the
listed server. Choose a different server and ditboownload Updates again.
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[ | Spybot - Search & Destroy = E) e |

File Mode Languaoe Help
= Spybot-S&D »

] -

@ Search for Updates f'_,.-] Safer-Metworking #2 [Europe) | =

BN FileForm [Global]
PlanetMiror [Global)

Use this ¢ Safer-MHetworking #1 [Ewope] version of SpyBot - Search &
Destroy, Safer-Metworking #2 [Europe)

;/ e Download Updates

F 1 . b .

@ i 5)j T hiz proc TU Braunschweig [Europe) ar computer bo me of anyone
‘! elsel [tw ATeq (Gemany) s enver

- (You'll ne SeelLure #2 [Eurape]

V TDS [USA)

Freewaredrchiv [Germany)

Update Date =

Surf-Speedy. com |
/| ? Advanced detectio Securitywonks.net #1 update [2..  2007-01-16
Detection niles: Die Safer-Networking #3 [Ewope) 8s(115KB) 20061208
Detecynn rules: Hij. ST Ju:ur.'m (144 ... 2007-04-04
Detection rules: Ke fctions (20...  2006-10-27 _

WebmasterFree, com b eman e e

£

B tad 0o e

Figure 3. Update Server selection

Immunize

Spybot - S &D also has the ability to immunize yoamputer from downloading and running
known malicious ActiveX controls or other prografream known malware sites.

You can access the Immunize feature by clickinghenlmmunize button on the left hand
vertical toolbar. When you click on the Immunizetba you will be presented with a screen
similar to figure 4 below.
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IE] Spybot - Search & Destroy = /B & |
File Mode Language Help
=l Spybot-5&D >,
|mmunize 7~ Check again m Undo Q Help
Warning ﬁ
hid

0 bad products already blocked, 17404 additional protections possible. Please immunize.

Fermanently running bad download blocker for Intermet E splarer

(;; Browser Helper to block bad downloads iz installed.

m

£

+ | Enable permanent blocking of bad addrezses in Intemet E=plarer

| Block all bad pages silently. | -

Figure 4: Immunize Screen

Figure 4's message says "Please immunize" at thekenthere is still something else to do.
Click OK. Immunization is not complete until theggn Plus sign (with the word Immunize
beside it) is clicked.

Check for Problems with Spybot - S&D

After updating Spybot the program sometimes restaiou will be presented with the same
screen as shown in Figure 1. Click on the SeardhDastroy button in the left hand column.
Then click on the button callégheck for Problems

The program will automatically start and searchryward drive, registry, and other locations for
traces of Spyware, Hijackers, and other malwareeMihfinds software that it recognizes, it
will add it to a list of items to remove. As ofgtwriting, Spybot - S&D knows a little over
17,000 different types of Spyware and Hijackersasgou can imagine it may take a while.
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Figure 5 below shows Spybot - S&D in a scanningesas it searches for Spyware and
Hijackers. Note the status and progress bars didtiem.

15| Spybot - Search & Destroy |E|E|£_hj
File Mode Language Help
= Spubot-S5&D &

x Stop check, ‘ = Prirt q‘, Help

Thiz iz the main zcan page of Spybot-S&0. Here pou zcan vour system [ 'Check. for

% problems' button] and fis any problems found ['Fis zelected problems' button]. Hint:
— if you haven't done zo vet, we recommend you read the tutonial [zee Help menu] to
s ! learn how to deal with the scan results.
Hide this information
Froblern Kind

2 4

L
Running bat-check [5146/61867: *ind2. Sober)

Figure 5. Check for Problems

Examining Information about listed entries

It is possible to see what registry entries owsfderrespond with the found items. Examine figure
6 below and we will describe how to see informa@tout each entry. It is not necessary to
further analyze the problems found, however, ifryauriosity gets the best of you just highlight
(select) the error that you want more informatibowt and click the double blue arrows to the
right of the entries. A panel will display moreanfnation about the selected error. Most
problems found will likely be relatively harmlessakies. However, Spybot can and may find
serious violations as well.
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I=] Spybot - Search & Destroy

File Mode Language Help
=l Sppbot-5&D Q

/ ! Check far problems @ﬁ Ein zelected problems = Pt Q, Help

e
e Thiz iz the main zcan page of Spubot-S&0. Here pou zcan vour system [ 'Check for

problems' button] and fis any problems found [M'Fis zelected problems’ button). Hint:

if you hawven't done zo yet, we recommend you read the tutonial [zee Help menu] to
;& learn hiows to deal with the zcan results,

Hide this information
i ;.. Froblern Kind
‘\. . 7] Avenue A, Inc. 1 entries
4. 7] BlueStreak 1 entries

E

2 problems found [05:44)

Figure 6. Problems found

Fixing Problems

When finished scanning Spybot will have alreadgseld the known errors as shown in figure 6.
All that's left is to click the Fix Selected Proivle button.

If you have Windows XP or Windows ME and have Sysiestore enabled, Spybot - S&D will
create a restore point before continuing. This allbw you to revert back to previous
configurations in case you remove needed comporientswould you need to put spyware
back?). Spybot - S&D will then ask you for confimea on whether or not you would like to
continue. Press the Yes button. Spybot will prodeagmove the spyware.

If it has trouble removing any spyware, becauseheticular component is running memory,
you will see a screen like Figure 7, asking if duid be ok to run Spybot - S&D on the next
reboot before any other applications start running.
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Warning

This could be fixed after a restart,

'j Some problems couldn' be fixed; the reason could be that the associated files are still in use (n memary.
May Spybok-S&0 run on your next syskem skarkup?

Figure 7. Prompt for Run on next Reboot

You should reply yes to this. The next time, yartstVindows; Spybot will run automatically
before allowing you access to your desktop. It Willany of the programs it could not fix
previously.

At this point you will be presented with the ligtfound entries again, but now there will be
large green checkmarks next to the items that Spy8&D was able to remove. When you
close Spybot the computer will finish logging you @and give control of your computer back to
you.

Using your newly acquired flash drive. Some of ye familiar with using a flash drive.
While others this is new. | will go through howusee a flash drive from inserting it into your
workstation to how to removie

What is a USB Flash Drive? USB flash drives are wmrdata storage devices
integrated with a USB (universal serial bus) commed hey are typically small, lightweight,
removable and rewritable. Flash drives are meaatwaay to get files to and from multiple
computersThey are not meant for backups With nothing being mechanically driven in a flash
drive, the name is somewhat of a misnomer. Itlieda "drive" because it appears to the
computer operating system (and the user) in a nmmadestical to a mechanical disk drive, and is
accessed in the same way

What are the advantages of using a flash drive? fli8B drives can offer potential
advantages over other portable storage devicescydarly the floppy disk. They are more
compact, faster, hold more data, are more relidibéeto their lack of moving parts, and have a
more durable design. It has become increasinglyncomfor computers to ship without floppy
disk drives. USB ports, on the other hand, appealmost every current mainstream PC and
laptop.

What can you store on a Flash Drive? Any digital fiom a Word document,
photograph, and music (MP3 and other formats).filbean be saved and retrieved from any
computer just like a floppy disk or CD.

Where do | insert my flash drive? Most computengehdSB ports on the front. If you do
not see any ports on the front take a look at #uk fof your computer. If you do have one in the
front it will look similar to the following picture
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How to copy files to a flash drive on a PC.

1. Most flash drives have what is call “Plug-and-Plad)hat this means is when you insert
your flash drive into the USB slot a window will@gar. This option allows you to
quickly open your flash drive to the files and fetd it has on it.

CRUZER (K:) =]
“windowes can perfarm the same action each time you insert
a dizk or connect a dewice with this kind of file:
& Pictures

wihiat do you weant Wwindows to do?

<™ | zing Microsoft Scanner and Camera “wizard -~

= Wiew a slideshow of the images
e using Windows Picture and Fax Wiewer

b M\ Print the pictures
(.;'-:é. uzing Photo Frinting wizard

o - ®iswe Your Photos
- using Mero PhaotoSnap Wiewvser

[ Ahwaps do the selected action.

I Ok ] [ Cancel ]

If your flash drive does not have this you carl sfilen the flash drive. Open My
Computer by double clicking on the My Computer i@anyour desktop. Most computers
have a hard drive such as (C:) and a few remowsbtage devices such as floppy drive
and a CD ROM drive.
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2. Insert the flash drive into the USB port. Most Ug@&ts are now on the front of a PC but
if you can’'t see them there look on the back ofry®G. Watch the left hand panel to see
where the USB flash drive appears. Most flash driteappear as “Removable Disk.”

3. Navigate to My Documents or a location from whiduywvant to transfer files to the
flash drive. Select the file(s) or folder(s) younw#o save to the flash drive by clicking
on them. To select more than one, hold down thelCKé¥ while you click and select all
of the files you wish to save.

4. Right-click on the file(s) or folder(s) you havdesged and click “Copy”, then navigate
to your flash drive through My Computer. DoublegRliyour flash drive to open. In the
white area Right-Click and “Paste.” This will putapy of the file(s) or folder(s) you
have selected on your flash drive. If you wantubmore files or folders on your flash
drive follow Step 3 & 4. If you wish to remove tHash drive follow the Step 5.

5. DO NOT IMMEDIATELY REMOVE THE FLASH DRIVE FROM THE  USB
PORT. If you do this there is a possibility that it wdbrrupt your data or damage your
flash drive. Instead double-click on the “Removeddeare” icon located in the System
Tray. You can also click on the “Remove Hardwareé ¢ime and it will display the
available hardware to remove. The System Traydatéd in the bottom left of your

computer screen.

Once you double click this screen will appear.dfiyare unsure of which device to
remove you can put a check mark in the “Displayibe¥Components.” Once you place
the check mark it will give you more of a desciopti However, most of the time you will
select the “USB Mass Storage Device.” If you haveerthan one flash drive attached
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you may want to place a check mark in the “Disfideywice Components” to make sure
that you remove the correct flash drive. Note:afiattach a phone, or a camera it looks
like it is a mass storage device.

6. When you see the following message appear in teeeByTray “Safe To Remove
Hardware,” it is safe to remove your flash drivenfrthe USB port.

You can also save files directly to a flash drivstjas you save them to My Documents.

1. In your application, for example Microsoft Word. @oFile> Save As> Select your flash
drive from the drop down box> Click Save.
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How to copy files from your flash drive to your cputer.

1.
2.
3.

No

Make sure that your flash drive is inserted intarycomputer.

Go to My Computer and Double-Click on your flasivdricon “Removable Disk.”
Double-clickon the flash drive to locate the file(s) or foldgryou want to copy to your
computer. Select the file(sy folder(s)you want to copy by left-clicking on them. To
select more than one, hold down the CTRL key wyle click and select all of the files
or folders you wish to copy.

Right-click on the file(s) or folder(s) you have selected amobse “Copy.”

Open “My Documents” or the location to which younw#o transfer files from the flash
drive.

Right-Click, then select “Paste

Once the transfer has completed you can now fall@nabove process &afely
Remove your hardware.

If you are planning on purchasing a printer and y@nt to use if with Local

Government software check with us to see if it wadlrk. If you purchase a laser printer make
sure that it has a PCL 6 driver available. If yamghase a printer from a third-party vendor there
IS no guarantee that we can make it print out afdl&Government software. There will also be a
charge to install a third-party printer even if gan’t get it to work. How do you add a printer to
your workstation? In the instruction below | wil@v you how to add a printer that is connected
directly to your workstation. If you have a printeat has network capabilities you will want to
have a hardware rep install it or your IT person.

Go to Start> Printers and Faxes> File> Add printédel Printer Wizard
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Once you click add printer another box will appiss is the Add Printer Wizard.

Click Next.

This box wants to know how the printer will be cented. Some printers come with a Plug and
Play feature. This allows you to select “Local pemattached to this computer” and select
“Automatically detect and install my Plug and Pfaynter.” Since this printer does not support
“Plug and Play” we will select “Local printer attaed to this computer.”
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Click Next.

Select your port. Your port will be LPT1: (Recomrded Printer Port) since it is connected
directly to the back of your workstation. SelectliPand click Next.
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From the list you will select your printer Manufagr. Then you will select the printer model
from the Printers options. In the example my mactuifzr is a Canon. My printer model from
the list is a Canon S520. Once you have selectadprinter and model click Next.

Your next screen wants you to assign a printer nahoest of the time the printer name will

default in as mine did. However, you do not havade that name. You can assign the name that
you want to it by typing in the Printer Name baxydu want this printer to be your default

printer through your Windows programs you can gefes to setting it as your default printer.
Once you have added your printer name and seldgted want it to be your default printer

click Next.
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This screen is telling you that you can share tinegr that you are adding. Most of the time you
will leave it marked “Do not share this printer."R&t does sharing your printer do? It allows
other people in your office the option to printias printer. Click Next.

This is the Print Test Page screen. It asks yougjtiestion if you want to print a test page. You
will select yes. This will print a page to the ganonce it is installed. Select Yes and click Next
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This is the complete screen. It shows you the @ris¢ttings that you selecting during setup. If
you notice something that needs to be changed yowleck back to fix the error. If everything
is correct you will select Finish.

When you click Finish on the previous screen thresn appears. This is installing the printer
drivers for your printer. Once it is finished thenp test page screen will pop up.
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When you get to this screen you can check youteriior the printer test page. Once you get the
test page and it looks correct, click Ok. It wike you back to your Printers and Faxes screen.

You now have a new printer in the list. Congratolatyou have successfully installed a printer
on your workstation.

The printer that you added to your workstation ti@soption for you to see if you have
documents waiting to be printed, and it also hasathility to cancel, restart, and delete print
jobs. How do you see if you have documents wattinige printed? Go to Start> Printers and
Faxes. Find the printer you want to check. In tl@m®Printer and Faxes screen your printer will

have a number below the name if it has a printljolthe printer does not have a print job it will
have a zero (0) below the name.
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In order for you to see the document name, stdttieeqrinting, and the number of pages you
will need to Double-Click on the printer or Righti€k and select Open. Once it is open you will
see this screen. It will show all of the documehtd are waiting to be printed. Once it prints the

document it clears out the screen.

How do | Cancel/Restart/Delete a print job? G&tart> Printers and Faxes. You have
two option of Canceling, Restarting, or Deletingrant job. The first option we will discuss is
the easiest, Right-Click on the printer that yountsMa Cancel or Delete the print job. You will

get the below screen.

You have the option to Open the printer, you camsBdahe document, or Cancel All Documents
(Delete). If this printer is not your default pentfor Windows printing you can set it now. Once
you click Pause the status of the printer will aparWhen are ready to resume printing Right-

Click on the printer and click Resume.
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Once you click Cancel All Documents you will be pnoted Are you sure you want to cancel all
documents for ‘Canon’. If you want to canéél documents for the printer click yes. However,
if the printer has multiple prints jobs and youyownlant to cancel one of the print jobs you will
need to use the second option(discussed lateranod&l/Delete a print job. When you click yes
the printer will cancel all documents and it wid\e a zero (0) for print jobs that are waiting to
be printed.

The second option to Cancel/Restart/Delete a ginyou will have to go to Start>
Printers and Faxes. Navigate to the printer thatwant to Cancel/Restart/Delete a print job.
Double-Click on the printer to open it. You cancaRight-Click and select open. Once you do
this you will see the window that shows the docunmame, printing status, and number of
pages. This is the Windows print manager.

Click Printer. This displays option for this documheYou can also Right-Click on the document.
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Cancel/Delete a print job this way allows you tiptian of selecting which document you want
to Cancel/Delete. If you click Pause the Statughefprint job will change to Paused.

If you click Cancel you will be prompted with “A@u sure you want to cancel this document.”
If you are sure you will click Yes. Once the docurnieas cancelled the screen will be cleared.
Like the screen below.
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How much does it cost my office to use Inkjet pgirvs. Laser printer? Color inkjet
printers have been fixtures in most offices for gngears. They are cheap in some cases they are
under $60, they last a couple of years and everybothe office uses them. So they must be
perfect tools for the office, right? Maybe not.

When you do the math, inkjets may cost a wholerlote than you realize. What printer
manufacturers don't fully explain to the custongethe true cost of owning a low-cost printer. A
general rule is, the cheaper the printer, the re@pensive the cost of the ink cartridges. While
the printers are almost given away, the refilleigpin a fortune for the big-printer companies.

| will give you an example using a Canon Color BighJet printer. The cost of the printer
is $55. The average cost of the ink for the Canamtqy is $19, but it prints a measly 170 pages
which is about 11 cents per page. Even if you pwamny little the cost quickly adds up. Let’s put
this into perspective. Seven pages a day timesla08 equals 2100 pages. This is an ink bill of
$235.60 per year. If you own the printer for thyears, the cost of the cartridges come to over
$700 or about 13 times the original cost of theteri.

Seven pages a day is a conservative estimatet lpnters typically do not print as fast
as laser printers. It isn't unusual to see car&idgor messages when the cartridges are perfectly
fine. Or have the printer go crazy and spit outimin endless stream. The printers are also
setup in a way the makes it very difficult to chartige amount of ink is uses. A printer not used
for a week or more often results in dried-up inktredges that must be replaced, laser printers a
more forgiving.

In comparison laser printers are much faster adiot guieter, and almost hassle free.
However, it's the math that makes them stand onteXample of this is if you buy an HP laser
printer with an estimated cost of $400, plus th&Sbtbner cartridge, which yields 8000 pages. If
you print 40,000 pages will cost you $400 for thiater plus $575 for the ink toner for a total of
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$975 total cost. That comes out to be about 2 gamtpage, or eight times less than an inkjet
printer.

Adding to the appeal of the laser printer is thatprices continue to fall and the
available products continue to grow. To bring thet®f laser printing down even more you can
purchase inexpensive replacement or remanufactamtddges. Replacement cartridges are
becoming more available for inkjet printers. Howg\ke success rate is sporadic to say the
least. Only about 20 percent of black inkjet cdges and about 50 percent of colors can't be
refilled or reused. Almost 99 percent of laser tazatridges can be remanufactured.

Before you purchase any type of printer you sha@aldulate the printing cost per page.
You will do this by adding the cost of the cartdgnd divide that by the number of pages the
cartridge will print. For example, the cost of ttatridge is $20. The cartridge will print 800
pages, then the cost per page will be $20/800=%3.@8nts per page).

The internet can be a fun and entertaining tolisf used wisely. As we discussed above
it is a good idea to have anti-virus software, sasAVG, and keep your Windows operating
system updated. We have noticed in recent yearsvtien a customer downloads Google or
Yahoo toolbars it can affect the operation of th&ical Government software. Not only can it
affect your Local Government software, but it ieaource “hog.” For example, certain Google
applications will try to index the hard drive whighll periodically cause a slow down on the
performance of your workstation. Most of the tootbare riddled with Spyware and Malware.
What is Spyware? Spyware is computer softwareishastalled surreptitiously on a personal
computer to intercept or take partial control ower user's interaction with the computer,
without the user's informed consent. What is Maé®avlalware, a portmanteau from the words
malicious and softwaras software designed to infiltrate or damage mpmater system without
the owner's informed consent. You do not want eitiieghese on your workstation.

According to a 2005 study by AOL and the Natio@gber-Security Alliance, 61 percent
of surveyed users' computers had some form of sgy82 percent of surveyed users with
spyware reported that they did not know of its pneg, and 91 percent reported that they had
not given permission for the installation of thewpare. As of 2006, spyware has become one of
the preeminent security threats to computer systemsng Microsoft Windows operating
systems.

Weather Bug is another of the resource “hogsdols and will slow down your
computer. It too has caused problems with the padace of your workstation and the Local
Government software. Be cautious of what your doadlfrom internet. A good rule of thumb
that | practice is “If it does not help me get mp jdone, then | do not need to download it.” That
means no games, screensavers, wallpapers, andadiypez\Weather Bug
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