Important Information Regarding W-2 Form Update

The email below is being sent out as spam. It has an attachment that looks like a Word document, but
contains a single file. The file in the Word document looks like a PDF, but is an executable. If you launch it, it
attempts to setup Trojans; the first contacts a remote machine to notify that the machine is infected, then it
runs a program to allow remote code execution, and the last part is it starts spamming the email out from
that machine.

If you receive the email, delete it. The proper email domain for the IRS is irs.gov, not IRS.COM.

The two links to www.irs.gov and www.eftps.gov in the last two lines of the email are valid, which gives the
appearance the email is valid.

For more information about this, please visit the Computer Associates website.
http://community.ca.com/blogs/securityadvisor/archive/2010/01/08/yet-another-bredolab-zbot-and-poison-
spam-run.aspx

From: Internal Revenue Service [mailto:update@irs.com]
Sent: Monday, January 11, 2010 8:27 PM

To: Marketing

Subject: W-2 Form update

Important changes within the IRS Employers W-2 forms.
Attached is a updated version of the W-2 form that needs to be completed by all US based employers.
Please update your records and make sure the W-2 form will updated before February 10 2010.
Whether you rely on a tax professional or handle your own taxes, the IRS offers you convenient
programs to make filing and payment easier.

Spend less time and worry on taxes and more time running your business.

Use e-file and the Electronic Federal Tax Payment System (EFTPS) to your benefit.

. For e-file, visit www.irs.gov for additional information.

. For EFTPS, visit www.eftps.gov or call EFTPS Customer Service at 1-800-555-4477.
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